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ABSTRACT 
Andrew Ovenden:  Developing a Crisis and Emergency Risk Communications Plan: A 
Formative Evaluation of the Durham County, North Carolina Emergency Communications 
Program 
 
Preparedness prior to a disaster and how individuals respond to an emergency is largely 
dependent upon the information provided to the community before, during and after the crisis 
occurs. Crisis and emergency risk communications (CERC) has evolved throughout the post-
9/11 era to formalize how emergency managers approach how the public are notified of 
impending risks and the protective actions they can take to mitigate those risks. Communication 
has also evolved that allows for two-way communications via social media. Emergency 
managers can now gain situational awareness from the public while targeting messages to 
affected communities. However, technology changes have consequences such that populations 
who already face health disparities may not receive communications before or during an 
emergency. Best practices have emerged in the CERC literature that can inform both the process 
and content of emergency messages, and to help emergency managers recognize gaps in local 
emergency communications plans. Methods: A mixed methods analysis was performed including 
(1) a literature review of best practices in CERC; (2) Personal interviews were conducted from a 
“snowball sample” of stakeholders involved with delivering crisis and emergency risk 
communications, media, and community outreach. Interviews focused upon stakeholders’ recent 
experience in emergency communications, and challenges with recent emergencies that occurred 
within the past year.; (3) an analysis of outgoing AlertDurham emergency messages were 
compared to best practices found in CERC literature. Conclusions: Best practices literature 
suggest that emergency message content cannot be considered separately from the messaging 
process. Challenges that arose during preparation and response to recent emergencies might have 
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been mitigated through adherence to various “best practices” that would allow emergency 
managers to evaluate communications plans. The most common theme arising from the 
interviews suggested a need for strong leadership well ahead of emergencies to formalize and 
unify the communications process between government agencies. Leadership outreach efforts in 
the community would also allow for emergency managers to assess communication needs and 
build and maintain trust among segments of the community. Lastly, innovative technology and 
social media are useful tools for emergency messaging but also carry significant risks and 
considerations. 
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INTRODUCTION 
Crisis and Emergency Risk Communication (CERC) denotes efforts by government and 
other organizations to convey information relevant to an anticipated or currently occurring 
emergency. The term “emergency” is used here to denote a “public health event or incident 
presenting risk to life, health, and infrastructure, and includes natural, weather-related, and 
manmade destruction, infectious disease outbreaks, and exposure to harmful biological, 
radiological, and chemical agents” (CDC, 2018). Following the CDC’s usage, the terms “crisis,” 
“disaster,” and “incident” as used here all connote an “emergency.” 
Prior to the 9/11 era, risk communication and crisis communications were treated as 
separate concepts. The focus of risk communication was to persuade early protective action over 
the medium- and longer-term (e.g., keep a store of drinking water, vaccinate ahead of flu season, 
develop a family emergency plan, etc.). The aim of crisis communication was to inform the 
public about a specific, often rapidly developing event and was more limited in time scale and 
the difference in time-frame affected which medium was more appropriate to (Reynolds & 
Seeger, 2005). Since the 9/11 era, the two concepts of risk and crisis communications have 
become fused together as parts of a cycle of communications referred to as Crisis and 
Emergency Risk Communication (CERC). Simultaneously, CERC has evolved from the pre-9/11 
era norm of one-way, top-down, or government-to-public (typically mediated by the print, radio, 
and television media) to a more rapid, technology-driven, two-way communication strategy that 
allows for targeting of specific audiences. The consensus in the emergency communications has 
also moved away from fear-based approaches and emphasizes the concepts of trust, empathy, 
compassion, and credibility as key factors in persuading the audience to take protective action in 
the long and medium term (i.e., well before an emergency happens) as well as during an 
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emergency. Emerging from various crises such as Hurricanes Katrina and Rita in 2005, the post-
9/11-era CERC approach also emphasizes a two-way communication process that involves 
learning the cultural values and information needs of the public and relevant stakeholders and 
adapting emergency communications strategies accordingly. 
One of the many roles of emergency managers in times of impending or anticipated 
natural disasters, weather events, public health and safety emergencies is to advise the public of 
steps they should take to protect their own safety and to minimize the impact of a disaster. The 
aim of CERC is that by providing ample warning prior to an emergency, citizens should be able 
to take protective action and make informed and practical decisions (e.g., to prepare food and 
supplies, reinforce their homes, and heed evacuation warnings or to shelter-in-place). Individual 
protective decisions are influenced by how, when, and how often messages are conveyed. The 
goal of an effective CERC plan then must “successfully instruct, inform, and motivate 
appropriate self-protective behavior; update risk information; build trust in officials; and dispel 
rumors” (Vaughan & Tinker, 2009). People’s protective decisions are greatly influenced by 
warning messages originating from national, state and local emergency management agencies, 
which may be broadcast through a growing number of technologies that include the traditional 
channels such as television/radio, and increasingly through internet and social media channels, 
and wireless SMS (short messaging system or “text”) technologies.  
Crisis and emergency risk communication (CERC) is comprised of two dimensions: 
process and content (Parmer, et al., 2016). The emergency communication process involves the 
plan to deliver messages as well as the technology of how and when they will be delivered, who 
will broadcast the message and who is the intended audience. Message content comprises the 
information that will be conveyed. 
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Local government emergency management (EM) agencies face numerous challenges in 
delivering CERC messages. Depending upon the type of anticipated incident, the messaging 
process may need to reach the widest audience possible or be targeted to geographical areas or a 
specific subpopulation. To be effective, message content must be timely, population specific, and 
culturally appropriate. Messaging content has also evolved to become more complex as the types 
of incidents within the purview of EM agencies has increased due to new threats, such as 
bioterrorism and large-scale public health dangers such as pandemics, as well more time-
sensitive, discrete incidents (e.g., AMBER alerts, silver alerts, utility outages, and police and 
other emergency services activity) in which emergency notification technologies can be 
deployed. While there is a federally-managed Emergency Alert System (EAS) that has 
traditionally relied on using television and AM/FM radio signals to widely broadcast National 
Weather Service and other disaster alerts, this is outside the purview of this paper. 
Post-9/11 technology and media means that emergency communications plans must be 
revised more frequently and maintain pace with available technologies. Prior to the age of the 
internet, crisis communications were channeled from multiple local government agencies, with 
varying degrees of coordination, through local, regional or national media. As emergency 
management has evolved, the process of emergency communication has become more 
formalized as part of emergency operations governed by the Incident Command Structure (ICS) 
(Hawkins, 2007) and, for larger emergencies, is typically coordinated through joint information 
centers (JICs). ICS is part of the National Incident Management System (NIMS) and used by 
public agencies to manage emergencies to standardize operational roles and responsibilities of 
agencies and individuals involved in responding to an emergency (DHS, 2019). JICs work to 
coordinate messages in multiagency emergency responses and are usually under the control of a 
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public information officer (PIO), who role was traditionally the liaison between responders and 
the news media. Concurrently, as mobile and other communications technologies (i.e., 
broadband communications, wi-fi, cell phones and instant messaging) have become nearly 
ubiquitous, the internet and social media have further evolved and the JIC is typically set up to 
communicate directly to the public.  
Whereas in the past, emergency communications typically meant working with the 
traditional media or relied on emergency alert systems that notified the population as a whole, 
emergency communications now require a complex balance of established and new technologies 
to either maximize transmission to a whole population or target the message to specific 
subpopulations under threat. Adding to the complexity of effective emergency communication is 
an increasingly heterogenous population. How individuals perceive risk and take steps to prepare 
in a timely manner differs between social groups and is greatly affected by the various 
psychological, social, cultural, health, and socioeconomic factors that affect both their ability to 
receive and interpret messages and their willingness to protect themselves (Vaughan & Tinker, 
2009). Communications plans must account for the needs and resources of special populations, 
such as access and functional needs populations, the elderly, lower socioeconomic groups and 
non-English speaking populations. The emergency management literature is replete with 
examples illustrating how minority and other special populations were disproportionately 
impacted by natural and manmade disasters due to lack of access to safety information or due to 
EM’s failure to account for differences in cultural values, language barriers and mistrust of 
government institutions (Eisenman, et al., 2004). A pertinent example in North Carolina includes 
the disproportionate morbidity and mortality of Hispanics from carbon monoxide poisoning 
during the ice storms affecting North Carolina in the early 2000s, which were associated with 
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lack of safety warnings and insufficient product labelling in languages other than English 
(Broder, Mehrotra, & Tintinalli, 2005) (Quinn, 2008).  
Communications Failure 
Failures in communication can define how the public views the government’s or an 
organization’s whole response to a disaster. Successful communication efforts are rarely 
highlighted in the media or in the literature. Key events in recent history illustrate the failure of 
technology approaches in the communications process even in places where emergency 
communications plans were in place and had been tested in exercises, but yet failed when put 
into operation. The large wildfires in California in late-2018 provide particularly cogent 
examples of the failure of established CERC plans. Butte County and the town of Paradise had 
evacuation plans in place since 2008 and had exercised those plans as late as 2016. Butte County 
officials acknowledged the failure of their CodeRed emergency notification system (equivalent 
to Durham County’s AlertDurham system) to keep pace with the speed of the fires that killed 48 
people and destroyed 7,000 homes in and around the town of Paradise, California. Butte 
County’s opt-in CodeRed warning system was unable to alert those who had not “opted in” for 
landline, cell phone, email, or text messages, while a third of the population who had opted in 
did not receive any alert notification or received it too late (St. John & Serna, 2018). Critical 
communications infrastructure such as cell phone towers were destroyed in the fire faster than 
CodeRed warnings could be broadcast and the remaining infrastructure became overburdened 
with the volume of calls (ibid.). Critics also stated that public alerts were too brief to provide 
practical information and it was unclear which sections of the county should evacuate and to 
where. Officials were also faulted for not having plans for evacuating vulnerable or at-risk 
populations as many of the killed were mobility-impaired or elderly (Krieger & Debolt, 2018). 
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Almost simultaneously in the Woolsey fire that heavily impacted Malibu, California, first 
responders were forced to go door-to-door and using sirens and emergency vehicle public 
address systems to issue evacuation warnings as both landline and cell phone systems went dead 
when public utility lines and cellular communications transmission towers were destroyed in the 
impacted areas (Sakoui, Shields, & Moritz, 2018). In a post-fire survey in the Napa Valley, 
officials found that 87 percent of respondents lost cell phone service, 67 percent lost landline 
service and 73 percent lost internet service (Eberling, 2018). Another problem of opt-in systems 
that was noted in an earlier wildfire investigation is that some residents assume that the 
notifications are automatic or are unaware that the system is voluntary (Holstege, 2014). 
In another famous example in 2018, State of Hawaii EM issued an errant warning about 
incoming North Korean nuclear missiles. The message was transmitted to mobile phones 
throughout the state mistakenly as part of a daily system exercise in the EM command post. 
Compounding the problem was a 41-minute delay in issuing an “all clear” message correcting 
the error. Officials later stated that there was no means to stop or retract the original message 
once it had been transmitted (Nagourney, Sanger, & Bar, 2018). 
Common examples of failure of emergency message process and content stem from 
Hurricanes Katrina and Rita in 2005 in which vulnerable populations, particularly within the 
African American community, chose not to, or could not, heed warnings to evacuate even when 
the threat became more likely. Reasons given were that they were warned too late to evacuate, 
they feared for the safety of their property, mistrust of government due to “historic apathy” 
towards the poor communities, and the higher perceived social and economic cost of taking 
protective actions compared to wealthier populations (Elder, et al., 2007). Employment status, 
size of social networks, and race played a substantial role in whether victims “heard evacuation 
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orders and whether victims perceived having heard clear orders” (Taylor-Clark, Viswanath, & 
Blendon, 2010, p. 221). Populations who already experience social disparities in health are more 
vulnerable and suffer disproportionate impacts in disasters and may have fewer social and 
economic resources to mitigate potential impacts (e.g., following through with evacuation 
warnings, staying home from work, receiving vaccinations, etc.) before or when an emergency 
occurs. Such populations are found to also face disparities in their access to emergency 
messages, their ability to interpret messages, or may hold high levels of mistrust the message 
source, typically government (Quinn, 2008).  
Given these challenges there is a need for regular and systematic evaluation of the CERC 
processes used by local emergency management departments. Prompted by the communications 
failures, specifically during the 2018 California wildfires, this paper was commissioned by the 
director of Emergency Management (DCEM) department of Durham County, North Carolina. At 
the outset of this study, DCEM made an open-ended request to: (1) research the content of an 
effective emergency message; (2) research what factors should be considered when developing 
an effective emergency message; and (3) discuss the different ways to use social media to deliver 
effective emergency messages. In initial discussions with the DCEM director it was suggested 
that while the above questions were of primary interest, this study should not be limited to 
message content, but should include the ecology in which messages are communicated. A 
formative evaluation of the existing emergency communications plan and planning process was 
suggested as an appropriate starting point to inform future ongoing program evaluations. The 
purpose of a formative evaluation “is to generate information that can be used by program 
decision makers to refine and improve the program on an ongoing basis from an early stage” 
(Dehar, Casswell, & Duignan, 1993). A formative evaluation is typically conducted when a 
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program or activity is being developed or being modified and can suggest a starting point or 
context for initiating or adapting program activities as well as providing structure for ongoing 
program evaluations and monitoring. In this case, the DCEM program is currently revising its 
emergency communications plans prompted in part by events during the 2018 hurricane season. 
Study Location 
Durham County, North Carolina is located in the central region of the state and is 
approximately 360 square miles with a population of 311,640 as of 7/1/2017 (U.S. Census 
Bureau, 2019). The City of Durham and the County of Durham are two distinct political entities. 
The County of Durham is primarily urban with a diverse population that is 42.5 percent 
Caucasian, 38.8 percent African American, and 13.7 percent Hispanic or Latino (ibid.). Eighty-
six (85.9) percent of the county’s population lives in the incorporated areas of the City of 
Durham, with 48.0 Caucasian and 39.7 percent African American and 14.0 percent Hispanic or 
Latino. Approximately 90 percent of households (90.3 and 90.4 percent respectively) in the city 
and county own a computer, and approximately 20 percent (19.9 and 18.9 percent respectively in 
the city and county) of households speak a language other than English at home (ibid.). The 
county is home to the Research Triangle Park (RTP), a major technology and pharmaceutical 
industry hub as well as Duke and North Carolina Central (NCCU) Universities. 
Durham County Emergency Management (DCEM) is “the coordinating agency for all 
emergency response and recovery activities when the emergency operations plan is 
implemented” (DCEM, 2019). At the time of this writing, a formalized Emergency 
Communication Plan has not yet been annexed into the county’s overall EOP but is still being 
reviewed by an ad hoc emergency communications planning committee that meets regularly. The 
committee is comprised of representatives of the county Departments of Emergency 
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Management, Public Health, Public Works, Fire and Sheriff, as well as the City Offices of Public 
Affairs, Durham (city) Police Department, EMS, and Emergency (911) Communications. Non-
government participants include representatives of Duke University, NCCU, and Duke 
Hospitals. 
The most important tool available to DCEM is the AlertDurham system that encompasses 
the ability to contact approximately 77,000 people throughout the county by landline phone, 
mobile phone, instant text (SMS) message, and email. Similar to CodeRed, the system 
incorporates approximately 15,000 “opt-in” subscribers. The majority of the AlertDurham 
database is populated from purchased “white page” data available from the local phone company 
and represents primarily landline telephone numbers, updated at six-monthly intervals. The 
system allows for wide broadcast of recorded phone and SMS text or email messages as well as 
the targeting of selected contacts by geographic area, such as zip code or using a geographic 
information system interface. In addition to public notification in emergencies, DCEM also 
operates a website with pre-disaster planning guides and registration for individuals with access 
and functional needs to receive special notification during an emergency. DCEM’s website also 
provides links for registration to the AlertDurham emergency notification system. DCEM also 
maintains social media pages on Twitter and Facebook and provides more in-depth “blog-posts” 
on the neighborhood-oriented social networking site, Nextdoor.com. 
METHODS 
Data for the formative evaluation were collected using three methods: (1) qualitative 
interviews with key informants; (2) a literature review of emergency communications best 
practices; and (3) a cursory examination of the previous years emergency notifications broadcast 
using the AlertDurham system. Interviews were conducted with local experts and stakeholders 
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involved in DCEM’s emergency communications planning process, as well as individuals 
outside of DCEM but who work in emergency management, media, or community outreach. The 
interviews were unstructured with open-ended questions intended to elucidate the informants’ 
views on the current process for emergency communication in Durham County and the 
informants’ experiences during recent events. A literature search was conducted for “best 
practices” in crisis and emergency risk communication. Lastly, outgoing AlertDurham messages 
were examined for comparison to best practices identified in the literature for creating and 
delivering effective crisis and emergency risk communications. 
Interviews with staff, local experts, and stakeholders: 
As part of a formative program evaluation a “snowball sample” of key informants was 
developed based upon initial meetings with DCEM employees. Subsequent interviews were 
conducted with stakeholder representatives from local media, local (city and county) government 
and large private organizations with an interest in emergency communications. A snowball 
sample is a convenience sample in which initial participants suggest other participants for 
interview (Valerio, et al., 2016). The University of North Carolina’s Institutional Review Board 
reviewed the application for this effort and determined that it does not constitute human subjects 
research as defined under federal regulations and does not require IRB approval. Interviews were 
unstructured and open-ended in order to identify local program areas that need to be addressed or 
that might benefit from further evaluation or study. Observations of the context and process in 
which emergency messaging is created and communicated were also made during meetings with 
DCEM staff and a multi-agency emergency communications committee meeting to evaluate the 
current status of the program, and particularly how DCEM navigated emergencies within the past 
year. Individuals who were interviewed included three public information/communication 
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specialists (two of whom served as PIOs in the county JIC during recent emergencies), two 
emergency management specialists working with neighboring counties, the director of 
emergency management of a neighboring county, a preparedness coordinator for Durham 
County, a director of community outreach for a local Hispanic news network, an Hispanic 
community organizer, and DCEM staff members. Interviews were conducted individually or in 
one case, in a small group with DCEM staff present. The interviews were recorded and partially 
transcribed to highlight themes arising from interviewees’ comments, which were compared to 
best results practices suggested in the literature review. Interview questions focused upon 
stakeholders’ experience in recent public emergencies, what process stakeholders have used in 
developing messages, and their experience in delivering culturally appropriate messaging as a 
means to developing a cohesive Durham County disaster communications plan. Permission to 
quote sources directly was obtained by email pursuant to UNC human subjects review 
requirements. 
Literature review: 
Supporting literature was gathered with the aim of identifying examples of best practices 
and evidence-based guidelines for developing emergency communications and disaster 
notifications. Title and keyword searches were conducted in PubMed Central and Google 
Scholar databases using various combinations of search terms including “emergency”, 
“notification”, “preparedness”, “communication”, “crisis and emergency risk communications”, 
“CERC”, and “best practices.” While most of the resulting sources came from peer-reviewed 
journals, there exists extensive “grey literature” of non-peer-reviewed sources that cater to the 
government and private sector and which focuses on business continuity. Much of the grey 
literature sources on best practices are published in government publications from federal 
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agencies such as CDC, FEMA and guidance from various states to their respective local 
governments. Sources obtained during the literature search process were sorted qualitatively by 
theme with the two most predominant emergent themes being message content and message 
process. Sources that were excluded were those of studies conducted outside the United States 
and those that discussed primarily corporate or business public relations. Additional searches 
were refined using the keyword searches “social media” and “special populations.” 
Analysis of recent AlertDurham messages:  
A list of the most recent outgoing AlertDurham messages from the previous 12 months 
was provided by DCEM. The messages were compared against message content best practices 
identified in the literature using the CDCs STARRC Principle and the IDEA model discussed in 
the review of the literature. The sample provided by DCEM was limited to only 16 messages, 
which precluded an in-depth analysis but was still large enough to illustrate how two best 
practices models might be used for evaluating message content. 
RESULTS 
Results from Literature Review 
The identification of best practices is a “popular approach to improving organizational 
and professional practice in a wide array of venues, including many communications contexts 
[and] usually take the form of a general set of standards, guidelines, norms, reference points, or 
benchmarks that inform practice and are designed to improve performance” (Seeger, 2006). Best 
practices are typically arrived at through a consensus of experts in a given field and are based 
upon practical, observational and theoretical studies. Combining the various search terms with 
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“best practices” distilled the search results into a relatively narrow grouping of authors and 
articles with substantial overlapping concepts related to communications in an emergency.  
Message Process Best Practices 
In response to the 9/11 attacks and the unprecedented bioterrorist threats following 9/11, 
such as the anthrax attacks and sarin gas attacks, Covello (2003) proposed a general set of seven 
best practices for public health risk and crisis communication: (1) Accepting and involving 
stakeholders as legitimate partners; (2) Listening to people and find out what people know, think, 
or want done about risks; (3) Being truthful, honest, frank, and open; (4) Coordinating, 
collaborating, and partnering with other credible sources; (5) Meeting the needs of the 
media…working to establish long-term relationships; (6) Communicating clearly and with 
compassion; and (7) Planning thoroughly and carefully…[by] identifying important stakeholders 
and subgroups within the audience; (Covello, 2003). The basis of these best practices is that 
“when the public is given clear and accurate information in a timely, empathetic and transparent 
way, told what is known and unknown about the situation, and provided concrete behavioral 
recommendations, members of the public are much more likely to make informed decisions that 
protect their health” (Parmer, et al., 2016). 
Seeger’s (2006) list of ten best practices overlaps much of Covello’s earlier list but also 
emphasizes pre-event planning and fully integrating communication strategies into decision-
making processes. Formalized communications plans should be developed alongside, not 
independently of, emergency preparedness and response plans, and imply a strong forward-
thinking leadership component needs to be incorporated into the process. Communications plans 
should include “signed endorsements from management, designated responsibilities for team 
members, internal verification and release procedures, agreements on release authority, media 
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contact lists, procedures to coordinate with other agencies and groups, designated spokespersons, 
emergency contact information for team members and other agencies, agreements for joint 
information centers (JICs), procedures to secure needed resources, and identified channels for 
information distribution” (pp. 237-238). Researchers at the CDC, informed by communication 
“mistakes” made by the CDC during the anthrax and other bioterrorism scares between 2001 to 
2003, built upon Covello’s and Seeger’s approaches by proposing a new integrated framework 
for Crisis and Emergency Risk Communication (Reynolds & Seeger, 2005). The resulting five-
stage working model of CERC is designed to be coordinated with the four phases of the 
emergency response cycle (preparedness, response, recovery, mitigation). Later CDC manuals 
refer to this model as the “CERC rhythm” (CDC, 2018). The five stages, summarized in Table 1 
are associated with time-specific actions and goals for those actions. 
Table 1: Five Stages of the CERC Rhythm 
Stage Action (CDC, 2018) Goal (Reynolds & Seeger, 2005) 
1: Preparation Draft and test messages; develop 
partnerships; create plans; determine 
approval process 
Risk messages; warnings, preparations 
2: Initial Express empathy; explain risks; promote 
action; describe response efforts 
Uncertainty reduction; Self-efficacy; 
Reassurance 
3: Maintenance Explain ongoing risks; segment audiences; 
provide background information; address 
rumors 
Ongoing uncertainty reduction; Self-
efficacy; Reassurance 
4: Resolution Motivate vigilance; discuss lessons 
learned; revise plan 
Updates regarding resolution, discussions 
about cause and new risks and new 
understandings of risk 
5: Evaluation Within agencies and the response 
community: evaluate responses including 
communication effectiveness; determine 
specific actions to improve 
communications; create linkages to 
precrisis activities (the Preparation stage). 
Discussions of adequacy of response; 
consensus about lessons and new 
understandings of risk 
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The CDC has taken the lead in promoting the CERC framework into a more practical and 
systematic approach for leaders and emergency managers by creating a number of training 
products and publications including an associated didactic training program for public health, 
emergency management, and elected officials. The CDC has also created emergency messaging 
templates for emergency messages for local EM agencies to deploy during emergencies. The 
CDC’s CERC framework suggests that each step of the following communications best practices 
should be considered throughout every stage (Table 1) of an emergency response (preparation, 
initial response, maintenance of the response, resolution, and evaluation). 
(1) BE FIRST: Crises are time sensitive. Communicating information quickly is crucial. For 
members of the public, the first source of information often becomes the preferred 
source; 
(2) BE RIGHT: Accuracy establishes credibility. Information can include what is known, 
what is not known, and what is being done to fill in the gaps. 
(3) BE CREDIBLE: Honesty and truthfulness should not be compromised during crises; 
(4) EXPRESS EMPATHY: Crises create harm, and the suffering should be acknowledged in 
words. Addressing what people are feeling, and the challenges they face, builds trust and 
rapport; 
(5) PROMOTE ACTION: Giving people meaningful things to do calms anxiety, helps 
restore order, and promotes some sense of control; 
(6) SHOW RESPECT: Respectful communication is particularly important when people feel 
vulnerable. Respectful communication promotes cooperation and rapport. (CDC, 2018) 
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Message Content Best Practices 
The CERC models proposed by Covello (2003) and refined by others (Reynolds & 
Seeger, 2005; Seeger, 2006) focus more on message process rather than content. For the creation 
of effective message content, the CDC developed the STARCC (simple, timely, accurate, 
relevant, credible, consistent) Principles, summarized briefly in Figure 1. 
Figure 1: STARCC Principles CDC quick reference (CDC, 2018) 
 
These principles have been circulated by the CDC as wallet-sized cards and evaluation tools 
(Figure 1) and are increasingly found incorporated in various state and local government 
communications plans. Some plans expressly state that all messages should conform to STARCC 
criteria prior to being broadcast (Arizona Dept of Health Services, 2011). The STARCC 
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principles can also serve as a guideline for post mortem analyses of specific events (Manuel, 
2014). 
The IDEA (internalization, distribution, explanation, action) model has been proposed as 
an alternative to the CDC’s CERC message construction framework. IDEA is described by its 
creators a “best practices framework for designing effective message content when the goal is to 
instruct nonscientific publics to take appropriate actions for self-protection during risk and crisis 
events” (Sellnow-Richmond, George, & Sellnow, 2018, p. 140). While there is some conceptual 
overlap between the CDC’s CERC model and the IDEA model, the IDEA model is grounded in 
experiential learning theory and posits that effective protective action occurs best when the 
public can internalize the message, which occurs best when communicators address each of the 
model’s interrelated components (See Table 2 and Figure 2). The “distribution” component of 
the model includes a nod to the message process best practices in its consideration of what 
channels are most appropriate for each given message. 
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Table 2: IDEA model of CERC message construction (Sellnow, Iverson, & Sellnow, 2017) 
Internalization Internalization focuses on answering the question: “How am I and 
those I care about affected (or potentially affected) and to what 
degree?” Elements of internalization motivate receivers to attend to 
the message by highlighting personal relevance, potential impact, 
proximity, and timeliness.  
Distribution Mix of communication channels (e.g., news broadcasts, social 
media, text messages) to ensure reaching multiple audiences via 
both traditional (media, TV, radio, etc.) and non-traditional (social 
media, instant messaging). 
Explanation “What is happening, why, and what are officials doing in response 
to it?” To be effective, such explanations come from credible 
sources (i.e., respected authorities and opinion leaders), be honest 
and accurate, and be translated into language lay audiences can 
comprehend. 
Action  “What specific actions should I and those I care about take (or not 
take) for self-protection?” To be effective, such actionable 
directives need to be stated precisely. When instructions are vague, 
responders are likely to do nothing or do precisely the wrong thing 
in the attempt to protect themselves. 
 
Figure 2: The IDEA model (Sellnow & Sellnow, 2013) 
 
 
The literature on the IDEA model shows that most of the crisis and risk communications 
that have been analyzed emphasized only the explanation component of the model, focusing on 
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the event itself and the government’s response. Typically missing from most of the messages 
were the reasons of how and why the message should be a concern to the receiver 
(internalization). Also, often missing are fully explained, effective protective actions that the 
message receiver could take to lessen the risk or impact of the emergency. (Sellnow, Lane, 
Sellnow, & Littlefield, 2017) (Sellnow-Richmond, George, & Sellnow, 2018). The same 
literature also examined distribution of messages and the findings show that message receivers 
evaluate messages based on consistency of information between multiple sources. Inconsistency 
between sources is more likely to lead to members of the public dismissing information and 
failing to take protective action. Lastly, within the literature on the IDEA model one finds 
repeated caution concerning the ethnic differences between those sending messages and the 
receivers. How a message was intended and how it was interpreted often varies when the sender 
and receiver are of different ethnicities, (Sellnow, Lane, Sellnow, & Littlefield, 2017) by which 
the authors suggest that messages, as much as is practical, be based upon templates that are 
researched well ahead of emergencies. 
The creators of the IDEA model also found that internalization benefited from including 
positive exemplars, or evocative images or phrases that are easy to remember that serve as 
“cognitive shortcuts” for the Action step (Sellnow, D., personal communication, March 9, 2019). 
Such images also help to bridge language gaps. A common local example that has been deployed 
by several local county emergency management agencies in North Carolina is the phrase “Turn 
Around, Don’t Drown” in response to localized flooding on the roads. While not necessarily a 
“positive” message, the message is still memorable (ibid.). 
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Best Practices in Reaching Minority and Special Populations 
A systematic review of the public health emergency preparedness literature by Savoia et 
al. (2013) concluded that communication inequalities lead to disproportionate consequences of 
disasters and emergencies among members of racial and ethnic minorities. Spence et al. (2007) 
and Veil and Husted (2012) in their respective case studies of Hurricane Katrina demonstrated 
that population subgroups, particularly those in cultural or ethnic populations may seek out, 
interpret, and act upon information in different ways. Evidence of significant differences were 
consistently found in the literature in different subpopulations’ access to emergency messaging, 
preferences for particular media types and whether and how information is received, receptivity 
to safety messages based upon perceived ability to adopt measures, or perceived trust in 
government (Savoia, Lin, & Viswanath, 2013). For example, Blendon et al. (2008) found that 
protective actions related to pandemic influenza, such as working from home or telecommuting, 
were interpreted as impractical or insensitive by many workers or families in lower 
socioeconomic groups for whom such work options are not an option. The Hispanic community 
has been shown to prefer ethnically targeted television and print media over other forms of 
media for health information and those outlets are also more likely to convey health and safety 
messages are commonly included in Spanish-speaking entertainment programming such as 
telenovelas and soap operas (Cheong, 2007). This corroborates local findings in the 2016 
Durham Community Health Assessment in which TV/Radio is the most important source of 
public emergency and safety information among the Hispanic population in Durham County 
(Partnership for a Healthy Durham, 2017). 
Trust in leadership is a common theme in the literature on ethnic differences in how 
emergency communications are received and acted upon (Vaughan & Tinker, 2009) (Wray, et 
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al., 2008). African-American, Hispanic, and low-income community residents in various 
disasters were found to interpret crisis and emergency risk information in terms of fairness, 
equity and justice. In communities where the population feels a general sense of mistrust of the 
government due to perceived chronic neglect, poverty, high-crime rates, preparedness and 
evacuation warnings are met with mistrust, anger, or fatalism (Vaughan & Seifert, 1992, p. 
S330). 
“Perceptions of unfairness” that act as barriers to effective communication can be 
overcome according to Eisenman et al. (2004, p. 154) by working to improve relationships with 
minority communities and “employing proven methods for gaining community participation 
early in their preparedness activities and throughout the response” (Eisenman, et al., 2004). Such 
methods include, as the best practice literature suggests, reaching out to media outlets and 
organizations that cater to specific cultural groups, conducting focus groups to elicit cultural 
preferences in how messages are received and to identify barriers to effective communication. 
Authors suggest “acknowledgement and accounting for cultural differences” such that 
“recognizing and understanding various groups before crisis hits will enable an organization to 
reach those groups more effectively during and after the crisis” (Veil & Husted, 2012). Quinn 
(2008) lists several pre-, during, and post-event recommendations for strategies to improve 
CERC with special populations (See Table 3). There is a heavy emphasis in the best practices 
literature on identifying community leaders and developing community partnerships for 
dissemination of information as well as for identifying cultural values that might inform how 
messages are crafted and broadcast during a response. 
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Table 3: Strategies to Improve CERC and Build Engagement According to Stages of Crisis 
(Quinn, 2008, p. 22S) 
Pre-event Event Post-event 
Use a community-based 
participatory research approach to 
discovering concerns, identifying 
promising strategies, and building 
trust 
Engage community partners to 
conduct a community hardiness 
assessment 
Identify and bring trusted 
community partners into planning 
for communication and broader 
planning efforts with local and state 
health departments 
Prior to the event, consider, if 
appropriate, the use of lay health 
advisors and natural leaders 
Work with community partners to 
develop and implement training of 
lay health advisors 
Form partnerships with 
organizations that can successfully 
communicate with undocumented 
immigrants 
Identify appropriate channels to 
reach different segments of the 
community 
Identify appropriate spokespersons 
and develop trusting relationships 
prior to event 
Work with partners to develop a 
complete communications plan 
Develop staff capacity to create 
messages that are culturally and 
linguistically appropriate and 
targeted at appropriate literacy 
levels 
Develop and pilot test materials 
Conduct as much formative research 
as possible to identify key affected 
audiences and concerns 
Contact critical spokespersons 
Engage community partners who act 
as channels for communication 
Deploy lay health advisors 
Include media channels trusted by 
racial and ethnic communities 
Work with partners to disseminate 
necessary CERC materials and 
messages 
Hold meetings with community 
partners and spokespersons on a 
regular basis 
Develop new materials and 
messages as necessary 
Conduct community forums, as 
possible 
Highlight positive models of coping 
and hardiness 
Engage community partners in 
evaluation of communication efforts 
Engage in communication focused 
on successful grieving and 
resilience 
Evaluate lay health advisors' 
effectiveness and new training 
needs 
Revise communication plans to 
incorporate necessary changes 
Evaluate dissemination and 
channels- reach, frequency, process 
Determine if new training is needed 
for spokespersons or new 
spokespersons need to be identified 
Examine evaluation results with 
partners to devise new strategies 
Determine if staff need additional 
training 
Develop revised materials as 
necessary 
Consider community forums to 
discuss lessons learned 
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Best Practices in the Use of Social Media  
The advent of social media, including the ubiquitous Twitter, Facebook and Instagram 
applications (“apps”), has opened new avenues for emergency communications. Social media 
messaging allows emergency managers to provide rapid updates and receive information back 
directly from members of the community who may be able to provide feedback, including 
photographs or video, on developing conditions in local areas. Instant messaging or “SMS” 
technology also allows for much more direct targeting of audiences who may have “opted in” to 
receive text messages but these are usually limited by the number of characters, up to 280, per 
message. Another advantage to social media messaging is that it allows provides insight into 
how the “public interprets, shares, and responds to information during an evolving threat” 
(Murthy, Krishna, Jones, Avchen, & Vagi, 2019). 
The literature on social media best practices and CERC also reminds us that “social 
media is not a best practice in risk and crisis communication. Social media is a tool that can 
assist practitioners in following the best practices in risk and crisis communication” (Veil, 
Buehner, & Palenchar, 2011). Best practices for using social media use in CERC are still 
evolving (Lin, Spence, Sellnow, & Lachlan, 2016) and voices in the literature warn against 
deploying social media “without developing meaningful metrics of their effectiveness and of the 
accuracy and usefulness of the information they provide” (Merchant, Elmer, & Lurie, 2011). 
Others caution that social media presents a particular difficulty in that “the public has the ability 
to have an immediate and sometimes exaggerated role in the conversation” (Lin, Spence, 
Sellnow, & Lachlan, p. 602). Narratives can be easily changed or co-opted and can lead to 
rumor-mongering. To that end the latter authors have proposed the following set of “best 
practices for crisis communication through social media” (p.602-604). 
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•  “Fully integrate social media into decision making and policy development”: Agencies 
should adapt their plans and policies to include social media as part of their 
communication strategy, and also provide staff, training and resources to manage the use 
of social media; 
• “Actively engage in dialogue online”: Pre-crisis, agencies should monitor social media as 
a means to listen to public concerns and reply in a timely manner to those concerns. 
During a crisis, social media may function as a means of situational awareness that 
allows emergency managers to seek or confirm information from individuals in affected 
areas but this requires adequate staffing to monitor social media channels; 
• “Use media affordances to provide credible sources of information”: Establish source 
credibility early by creating official identities on their profiles that will be immediately 
recognizable by the public; 
• “Be cautious about message update speed”: Information should be broadcast on a 
schedule that is “frequently enough to be noticed and available.” 
• “Own the hashtag”: Emergency managers should seek early to create incident-related 
hashtags that can be promoted to the public as an avenue to official information, and then 
continue to use and monitor the same hashtags throughout the emergency;  
• “Cooperate with the public and similar organizations”: Emergency managers should 
create effective networks with trusted collaborative partners before emergencies occur 
that can be leveraged during an emergency. Such partners may be subject matter experts, 
other media voices, or organizations who have a vested interest in amplifying a message, 
and can monitor public feedback; 
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• Monitor misinformation: Rumor control is an important best practice for social media 
messaging in emergencies. Lacking accurate information from trusted sources, 
“misinformation, rumor, and unlikely explanations are accepted over the discomfort 
associated with not knowing anything. Information is also a powerful resource and can be 
exploited, especially if left unchecked. 
Monitoring misinformation on social media should also be a proactive strategy. It can be helpful 
to reach out to organizations and individuals to correct information on private social media 
accounts and blogs outside the emergency management and other government social media in 
order to control the conversation and preempt rumors early (Veil, Buehner, & Palenchar, 2011). 
The literature on social media best practices was important because it mirrors because 
much of the interview discussions on the use of social media in recent emergencies in Durham 
County. Key informants expressed frustration with the amount of human resources and time that 
had been given to monitoring social media during recent emergencies, as well as the difficulty 
that social media presents when attempting to establish a unified message between different 
agencies. 
Analysis of Emergency Messaging within Past Year 
DCEM issued 16 emergency messages via the AlertDurham system in 2018 in response 
to local or regional emergencies (Table 4). Because the data set was limited to only 16 messages, 
the analysis presented here was attempted only as an example of how CERC messaging can be 
evaluated using best practice criteria, in this case comparing the STARCC and IDEA models. 
The majority of the AlertDurham messages were related to Hurricanes Florence and Michael and 
related areal flooding in the Eno River watershed areas. Four messages were related to missing 
persons, two related to police activity, and one for a gas leak. Not requested from DCEM were 
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related press releases and other releases to the media and other videos, tweets, or posts to social 
media. The Everbridge system records whether a receiver acknowledged the call, SMS message, 
or email but acknowledgement is voluntary (if a receiver fails to acknowledge, the system will 
send out the same message to any alternate phone number or address until all options the 
subscriber listed are exhausted). Not analyzed here are messages that may have been broadcast 
outside of the AlertDurham system and social media, such as traditional media releases. DCEM 
staff typically follow up an AlertDurham page with a social media posting unless the message is 
limited to a small geographic area (Davis, T., personal communication, March 21, 2019). 
Staff stated they were open to recommendations for improving how messages were 
developed. DCEM staff utilize a message framework from a now-dated 1990 FEMA report 
(Mileti & Sorensen, 1990) that advises consideration of five factors in message content: 
“Guidance” (recommended protective actions); Location (who should respond to the warning); 
Time (how much time people have to accomplish protective actions); Hazard Characteristics 
(information on the impending hazard) and, Source/Authority (who is issuing the warning) 
(Davis, T., Personal communication, March 21, 2019). 
  
 32 
Table 4: AlertDurham messages broadcast in 2018 
1 Multiple road closures in the area, please see email for details. Stay off the roads if you don’t have to 
travel (snow/ice) 
2 Durham Police need help locating ******, last seen on **** at **** being forced into a light-colored 
van. **** is [physical description. Anyone with information should call 919-***-**** 
3 Rebroadcast of previous message 
4 **** **** from [address] has been missing since 4pm yesterday afternoon. She is described as a 
[physical description]. She can be identified by a silver medical bracelet she has on her wrist. If you 
have seen this person or any information please call Durham County Sheriff’s Office at  
5 PSNC in on scene [sic] in the area of Glen Eden Rd. working on a broken gas line. Residents in the 
area will be without gas until approximately 5pm. Please share with neighbors. (gas leak) 
6 Police activity in the area. Please avoid ****. If you are currently in this area, please remain inside 
your home. (police activity) 
7 Police activity has ceased in your area _____. Are now clear to resume normal activities. Thanks for 
your cooperation. (police activity) 
8 Your business or residence has been identified as one that has previously flooded or may be at risk for 
flooding due to precipitation from Hurricane Florence. Please make evacuation plans for yourself and 
pets just in case the flood waters rise rapidly. If you need preparedness information, call ____ or visit 
www.alertdurham.com  (storm-related flooding) 
9 Sandy Creek has reached flood stage and your residence or business may be at risk for flooding. 
Monitor water levels and be prepared to evacuate. Contact your neighbors if safe and share this 
information with them. (storm-related flooding) 
10 Your home has been identified in the Eno River flood zone. The Eno River has reached flood stage 
and is quickly approaching minor flooding. Please have your evacuation plan ready and monitor the 
river for worsening conditions. (storm-related flooding) 
11 The Eno River is above flood stage. Residents in the Rippling Stream and Old Farm areas should 
evacuate now. Emergency responders are available to assist you now. Make your way to Omega and 
High Meadow Rd. ____ and ____ Rd, or ____ and ____ Rd to meet responders and bus (storm-related 
flooding) 
12 Your business or residence has been identified as one that has previously flooded or may be at risk for 
flooding due to precipitation from Hurricane Florence. Please make evacuation plans for yourself and 
pets just in case the flood waters rise rapidly. If you need preparedness information, call ____ or visit 
www.alertdurham.com (storm-related flooding) 
13 _____ Rd has approached the moderate flood stage and is expected to reach flood stage soon. Be 
aware of rising flood waters and be prepared to evacuate if necessary. Notify your neighbors of this 
information if safe to do so. (storm-related flooding) 
14 Thompson Lake has over topped the dam. No dam degradation is visible. Please be prepared to 
evacuate your home if the notice is given. This is not an evacuation order, just a notification to be 
prepared. (storm-related flooding) 
15 Your home has been identified in the Eno River flood zone. The Eno River has reached flood stage 
and is quickly approaching minor flooding. Please have your evacuation plan ready and monitor the 
river for worsening conditions. (storm-related flooding) 
16 Missing child: We are searching for a missing 11-year old boy by the name of _____. He was last seen 
at ____ at approximately 3:15pm. He is described as a [physical description] 
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Analysis using STARCC Criteria: In viewing the content of the messages sent in 2018 
using the CDC’s STARCC (simple, timely, accurate, relevant, credible, consistent) criteria each 
of the messages were subjectively simple, timely, and accurate to fit the AlertDurham format. 
Nearly all of the messages were broadcast to a geographically defined area, thus utilizing the 
system’s capability to tailor messages to be geographically relevant. The messages were all 
arguably consistent and credible. The question remains as to how helpful or effective any of the 
messages are, especially given the brevity of each of the messages, which fits the medium by 
which the messages were sent. The occasional action statements are vague or referred to the 
DCEM website for further information.  
Analysis using IDEA model: Whereas alert messages were brief and questionably met 
each of the STARCC criteria, analyzing the same set of messages using the IDEA model, the (I) 
internalization component appears questionable in all of the messages whereas all the messages 
have an (E) explanatory component of “What is happening, why, and what are officials doing in 
response to it?” and to some degree, an (A) action component. Each of the messages included 
brief, but mostly non-specific instructions. Instructions were arguably vague (e.g., for flooding-
related messages, the instruction to “Monitor water levels and be prepared to evacuate” does not 
provide meaningful information for evaluating how high-water levels need to be to be considered 
unsafe, nor does it provide information of where to evacuate to or which routes are safe). The 
internalization component of the message was arguably missing in each message even though 
messages were, for the most part, “personally relevant” in the sense they were geographically 
targeted to the receiver’s location, but too brief for the receiver to answer “how likely am I to be 
affected, and how severe might the consequences be?” Informing the public that they should 
“stay off the roads if they don’t have to travel,” as in the case of one AlertDurham message, may 
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not be seen as “empathetic” to hourly workers who see no alternative as it fails to provide useful 
information to those who do have to travel (e.g., where to look for closed roads or public transit 
closures). 
The reader might argue that the brevity of the AlertDurham messages fits the particular 
medium in which they were broadcast. However, the best practices literature advises against 
being overly brief. Even the authors of the framework currently used by DCEM for message 
creation warn that “brief messages can be dangerous since they can lead people to consult 
friends, neighbors, relatives, superstitions, biases, and a raft of other ‘information providers’ to 
fill the void. …poor public response decisions or lack of protective actions can result” (Mileti & 
Sorensen, 1990, p. 8). DCEM did maintain a parallel news feed on its Facebook and Twitter 
pages, and also in Nextdoor blogpost. Approximately 90 percent of AlertDurham messages were 
followed up with a social media message. Where additional explanation might be needed, in each 
case, the county’s preparedness web pages appear to provide only non-event-specific 
preparedness information. Referring people to an internet website also assumes that utility lines 
are intact or that message receivers have the ability to access web pages. Figure 3 shows one 
example of the two-way communication from DCEM’s Facebook page and illustrates how social 
media presents an opportunity to fine-tune an emergency message. However, Figure 3 also 
shows that at least one member of the community was confused about whether their area was 
affected and uncertain about what action to take.  
The overall conclusion of this analysis is that DCEM’s AlertDurham system is the 
agency’s first impression for many of its emergency messaging recipients. In many emergencies, 
the AlertDurham message may be the first indication that an emergency exists. To be effective, 
the messages should be guided by best practice criteria, and depending upon the situation, 
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messages need to suggest specific protective action or a working link to more detailed and up-to-
date information. The STARCC model in this case provides a more “industry-standard” means of 
message construction but was found in the above analysis to be less nuanced than the IDEA 
model which argues that messages are more likely to be dismissed, and protective actions not 
taken, if all the components of the model are not addressed. The point, however, is that both the 
IDEA model and the STARCC principle provide frameworks through which to analyze outgoing 
messages before they are broadcast and also allow a post mortem analysis to measure message 
efficacy. The CDC’s CERC framework strongly emphasizes ongoing and post-incident 
evaluation as part of the CERC rhythm (CDC, 2018), and the framers of the IDEA model have 
also presented published examples of how their model can be used, post-event, to assess message 
effectiveness (Sellnow & Sellnow, 2016; Sellnow, Lane, Sellnow, & Littlefield, 2017; Sellnow 
& Sellnow, 2019). Although brevity key to this medium, additional information should be given 
that is easily accessible (e.g., on the department’s website) and consistent across secondary 
platforms in social media. The analysis above is important to the formative evaluation as it at 
least suggests that the AlertDurham system can be evaluated, if not improved, following best 
practices guidelines. The best practices approach suggests an evaluation rubric for future 
emergency messages. 
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Figure 3: Screenshot of DCEM Facebook page, Sept. 17th, 2018. 
 
Interview Results 
Three key themes emerged from the key informant interviews, meeting observations, and 
discussions with DCEM staff members that were related to some of the best practices listed 
above. The purpose of the interviews was to research how those who participated in the 
emergency communications in recent events viewed how well the communications process 
worked and to identify gaps between best practices and DCEM current position in terms of its 
recent performance and its current goals. The most common themes from assessing recorded 
interviews and meeting notes that emerged were technology and social media, communications 
 37 
with special populations (particularly the Spanish-speaking community), and, ultimately, 
leadership. 
Technology Issues: Initial interviews with program staff and other stakeholders revealed 
that one of the program’s major challenges is how to maximize the program’s technology and 
technology infrastructure to reach the widest audience possible. This discussion consumed much 
of the meeting discussions and off-the-record conversations during the study period. Staff 
acknowledged that they want the AlertDurham database to be larger and more representative of 
the county’s population. The AlertDurham system provides feedback on whether calls or 
messages are acknowledged by the receiver. However, since very limited demographic data are 
collected along with the subscriber’s telephone numbers in the database, it is difficult to gauge 
how well messages are received. 
Another commonly noted technology challenge was the lack of human resources to both 
broadcast messages and monitor feedback throughout the life cycle of each emergency. With 
members of the public requesting information or services or providing potentially useful 
situational awareness on a 24-hour basis, emergency managers are obligated to commit around-
the-clock resources or commit to a rigid schedule to respond to concerns or to forward pertinent 
information from the public to the EOC. Multiple informants noted that with multiple social 
media platforms (e.g., Twitter, Facebook, etc.) comes the increased need for increased human 
resources to monitor each platform for responses the department’s own pages and media pages, 
particularly for the purpose of dispelling rumors and misinformation.  
Another technology-related issue arising from the interviews was that of ownership of the 
message process and coordination of messages. Interviewees stated that a problem that arose 
repeatedly during some incidents was lack of access to internet accounts and computers, as well 
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as coordination of messages between agencies. Communications in larger emergencies are 
typically handled in a Joint Information Center (JIC), ideally in a single location close in 
proximity to the EOC, that is staffed by members of various city and county departments, while 
smaller emergencies may be coordinated across different departments spread across different 
parts of the city and county. For example, an informant who is a city employee complained that 
she did not have password access to county information platforms, which became a bureaucratic 
challenge to presenting coordinated CERC messages. Individual staff members in DCEM had to 
share their personal passwords with other staff in the communications roles in order to provide 
access to send messages via a county-owned account. 
In meetings with DCEM staff, it was apparent that staff are addressing shortcomings that 
were identified during post-event debriefings following Hurricanes Florence and Michael in 
2018. These shortcomings included an emergency communications plan that did not specify 
roles and responsibilities for JIC staff, inadequate computer and other equipment resources to 
supply the JIC, barriers to communications between the EOC and the JIC, and lack of language 
translation resources specifically for translating messages into Spanish.  
Special populations: At the intersection of discussions of technology and special 
populations is the difficulties in broadcasting emergency messages and voice recordings in both 
English and Spanish. This is partly due to limitations in the software used to create AlertDurham 
messages as well as the availability of translation services. This means a sizable segment, up to 
14 percent, of the community is potentially missed. In one interview with an emergency manager 
from a neighboring county, the problem of transmitting instant messages and telephone call-
downs in languages other than English was noted (K. Saunders, personal communication, Jan. 
19, 2019). The informant stated that his department tries to work with contacts and leaders in the 
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non-English-speaking communities, including substantial groups of Karen and Hmong speakers 
in addition to the Hispanic community and international students at the local university. He 
stated that “we leverage our relationships with community leaders and organizations but the 
problem that can occur is like a ‘game of telephone’ where we tell the leaders one thing but the 
message changes each time it goes from person to person.” The same respondent noted that 
immigrant groups are less likely to opt-in for emergency notifications such that “…even if we 
include [messages translated into other languages], they won’t do any good if no one is reading 
them because they don’t sign up for the service” (ibid.). 
All informants interviewed noted that problems with communicating with the Spanish-
speaking population stem not just from issues with language, but cultural values and trust in 
government also play a large role in how receptive that community is to subscribing to and 
internalizing emergency messages. Consistent with the same outreach recommendations listed by 
Quinn (2008) in Table 3, a community empowerment liaison for UniVision, a regional Spanish-
speaking TV/radio media outlet, suggested several best practice recommendations such as 
creating relationships with media partners and Hispanic community organizations ahead of 
emergencies (e.g, well ahead of hurricane or winter storm seasons). She stated “the problem with 
communicating in Spanish is that it has to be a native speaker” (M. Quintero, personal 
communication, February 25, 2019) in order to negotiate the multiple dialects that make up the 
Spanish language. Spanish is not a homogenous language and, as such, translators need to be 
sensitive to linguistic differences between the various nationalities that comprise the Spanish-
speaking community. Interview informants who were in an emergency management role during 
the 2018 hurricane season stated that the sole Spanish translator took hours to translate warnings 
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into Spanish, and that translator was seconded to DCEM from another (non-emergency 
management) department and was not available for more than a few hours a day.  
Leadership Issues: The encompassing theme that emerged from the interviews and other 
observations is one of leadership that would have been best mitigated in the “preparation” phase 
of the CERC rhythm (CDC, 2018). This phase involves developing partnerships, creating crisis 
communication plans, selecting and training spokespersons, determining approval processes for 
releasing information, and engaging communities. From an interview with one of the lead public 
information officers (PIO) during the 2018 hurricanes response, the single major obstacle to 
emergency communication to events within the past year was a lack of leadership leading to a 
“silo mentality” between the different agencies’ personnel involved in the communications 
process. From the outset of the emergency, personnel who were in a communications role stayed 
in their silos such that there was inadequate inter-agency communication among communicators. 
JIC personnel were recruited from various departments with no significant training in emergency 
communications. The JIC was also physically located separately from the EOC, which slowed 
communication of public and media feedback getting to emergency managers controlling the 
response. While informants praised the DCEM staff for their response, each stated that stronger, 
earlier leadership efforts would have positively affected communications. 
Another anecdotal example provided by more than one interviewee was of an elected city 
council member who released information through their own social media accounts about 
“armed KKK members” coming to Durham in response to the dismantling of a confederate era 
statue. The rumor that was circulated by the official was not verified by official sources and 
contradicted official information provided to the media by the City or County of Durham. The 
resultant outrage in the community sparked a volatile counter-protest that shut down much of 
 41 
downtown for nearly 24 hours (Bohatch, 2017). The incident was primarily a city emergency, 
although various county departments were involved directly in the response or collaterally due to 
their offices being located at the epicenter of the incident. However, it represents an area in 
which the county’s leadership in developing a coordinated CERC protocol and educating staff 
and elected officials of the importance of maintaining a unified voice during emergencies. 
The literature on best practices emphasizes that emergency managers take a leadership 
role between emergencies to assess information gaps, work with the community groups to 
educate the public, and create communication plans. The importance of leadership, particularly 
with regard to special populations, was also a consistent theme in the various interviews that 
were conducted for this paper. According to DCEM staff, Spanish language translations of key 
hurricane-related messages took hours longer to broadcast than messages broadcast in English. 
Translators were also not available during much of the time that the EOC was in operation. In an 
interview with a spokesperson from UniVision, a Spanish-language television channel, engaging 
with the Spanish-speaking media and community outreach organizations well ahead of 
emergencies would allow for greater trust of DCEM as a government source and would allow 
culturally appropriate and linguistically refined messages (Maru Quintero, personal 
communication, February 25, 2019). As the spokesperson pointed out, the local Hispanic 
community is not homogenous and are comprised of over 20 different nationalities with 
significant linguistic variation, while also pointing out that online translation services, such as 
Google Translate, carry with them the risk of miscommunication of important information. The 
same informant also stated that Hurricanes Florence and Michael led to a sharp increase in to 
UniVision’s social media (Facebook and Instagram) viewers (ibid) and suggested that closer 
collaboration with DCEM and other emergency management agencies earlier in the preparatory 
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phase would allow both organizations to tailor and target messages more efficiently. A public 
relations specialist from another county department stated that partnerships with ethnically-
oriented health and community organizations are invaluable for health-related campaigns and she 
maintains continuously updated list of contacts in those organizations. However, Durham County 
agencies such as the Department of Social Services and the Department of Public Health are 
considerably larger and accordingly have more funding from the county and grant sources to 
conduct information campaigns. However, the same source also stated that their limited staffing 
(the source is the only information specialist for the department) requires constantly maintaining 
community organization and media contacts for disseminating information). More than one 
respondent gave the example of a 2018 post-Hurricane federal financial aid program (Disaster 
Supplemental Nutrition Assistance Program) that resulted in more than 3,000 applicants at 
county offices with minimal publicity in the two days prior to the opening. While press releases 
were sent to local media, staff credited word-of-mouth through community and faith-based 
organizations as being the primary source of information. 
DISCUSSION 
Crisis and Emergency Risk Communications is a dynamic, fast-changing field and 
emergency management as a profession has had to adapt to new technologies and new means of 
communicating. What the literature tells us about CERC is that message content is inherently 
linked with the message process. Therefore, problems with effective message construction 
cannot be addressed without also addressing the who, what and where of the communication 
process: its leadership and infrastructure. 
The overarching leadership theme in the observations and interviews suggests that 
DCEM is currently locked in the preparation phase of the CERC rhythm (Preparation, Initial 
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response, Maintenance, Resolution, Evaluation). DCEM is currently attempting to address some 
of the best practices by revising its communications plan through a collaborative committee of 
stakeholders. However, some areas remain to be addressed. Anecdotal evidence provided by the 
key informants and meeting observations suggest that during recent emergencies DCEM staff 
reacted to a number of challenges during the Initial Response and Maintenance phases of the 
CERC rhythm, but the communications process was hampered by numerous shortcomings that 
should have been addressed well before, during the preparation phase, such as coordinating a 
unified voice between DCEM and other agencies, creating ground rules for elected officials, 
earlier training for those involved in the communications process, and creating a physical space 
(i.e., a well-equipped JIC) with adequate channels for information flow between the EOC and the 
JIC. Implementing a responsive and effective crisis and emergency risk communications plan is 
an important step, supported by best practices, and will benefit from strong leadership efforts 
toward developing partnerships with the community stakeholders, drafts and tests messages, 
addresses training needs, and bridges bureaucratic divides. 
DCEM is attempting to mitigate its leadership issues. In response to shortcomings in the 
communications during Hurricanes Florence and Michael during the fall of 2018, DCEM has 
implemented monthly planning meetings to draft a communications annex to the county’s EOP. 
These meetings have brought together representatives of Durham city and county government 
departments that participated in the hurricane response (EMS, fire, 911-Communications, Public 
Health, Emergency management, and Public Affairs) as well as representatives of Duke 
University, Duke Hospitals, and North Carolina Central University. Much of the discussion 
during those meetings focused on creating more formal roles for communications staff during 
disasters as well as raising the status of Public Information Officer (PIO) and closing information 
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gaps between the Emergency Operations Center and the Joint Information Center (JIC) 
responsible for communicating with the public. 
Staff state that various meetings with leaders in the African American and other 
communities have taken place but these do not appear to have been specifically coordinated with 
improving emergency communications in mind. The enthusiastic response shown by the 
representative from UniVision to attend a meeting with DCEM staff was initiated by a request 
for an interview for this study, which is an example of how reaching out to community 
stakeholders ahead of emergencies can yield dividends Both parties signaled a willingness to 
work together in the future. The same respondent also suggested various media and community 
outreach organizations in the African American community to whom DCEM could reach out.  
In reviewing the social media best practices, from discussions within DCEM, the 
organization can easily be seen to embrace social media as a means of communication. Social 
media is reportedly being integrated into communications plans currently being revised. The 
agency is actively engaging in limited dialogue online via Twitter and Facebook and through the 
Nextdoor.com online communities. Nextdoor is a subscription-only social networking website 
that groups subscribers by neighborhood. Posted information is inconsistent between the 
platforms with Nextdoor’s outgoing messages being very lengthy with a great deal of specific 
information presented in a “blog post” style that appears closer to the IDEA or CDC CERC 
model ideals emphasizing empathy and compassion. The Facebook and Twitter feeds are 
typically brief and less informative by comparison. 
The organization appears to have sought to “own the hashtag” by creating pertinent 
hurricane, flooding and snow/ice storm-related hashtags and has established a robust presence on 
the internet. On its website, DCEM has posted safety and preparedness messages on its website 
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ahead of emergencies, ahead of winter storms and ahead of hurricane season and regularly 
present preparedness-related videos on its social media pages that are fun, informative and an 
efficient means of presenting pertinent CERC-related information. However, resources are 
poorly organized and finding information on specific topics, such as shelter locations and safety 
and protective actions, were difficult to find. The most comprehensive and informative DCEM-
produced CERC messages, those closest to meeting the best practices content ideals are on the 
agency’s Nextdoor blogposts, which is a relatively obscure social media site compared to 
Facebook and Twitter. The question remains for future evaluation, as cautioned in the best 
practice literature, of whether social media and related technologies receive too much of the 
focus of preparedness and response effort and resources at the expense of more traditional media 
outreach. 
Recommendations for Public Health Leadership: Moving from Practice to “Best Practice” 
The literature review listed six sets of best practices pulled from the current (i.e., post-
9/11 era) literature. The “best practices” cited above are presented as a means for DCEM to 
critically analyze future CERC communications and messaging efforts. The CDC’s Six 
Principles of CERC (Be first, be right, be credible, express empathy, promote action, and show 
respect) and the STARCC principles (Simple, Timely, Accurate, Relevant, Credible, Consistent) 
provide criteria by which to evaluate communications, and the IDEA Model aids in moving 
beyond the “status quo” message to an actionable message that reinforces internalization of the 
safety message.  
However, based on interview comments and other observations, respondents felt that 
DCEM should take an active leadership role well in advance of an emergency by working to 
reduce the silo mentality between county agencies such as the Department of Public Health, 
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County Manager’s Office, Durham County Sheriff’s Office, and Department of Social Services, 
each with its own PIO or public relations staff. DCEM is already taking steps within the EM 
community to formalize a communications plan for future incidents and that plan needs to 
specify how information emanating from different agencies will be coordinated to present a 
unified message. 
Also emphasized, under the heading of “leadership,” was the building of relationships 
with community leaders and organizations who represent segments of the community to inform 
the planning process further and to assess the needs of the various socioeconomic, ethnic, access 
and functional needs, and other groups effectively. There are a number of tools available for 
facilitating that process, some of which emanate from the CDC’s CERC training program but 
also suggested in Table 3. 
In terms of creating messages, current best-practices communications frameworks are 
available to serve as a template when creating safety messages. Staff currently employ a dated 
approach to message content published in 1990 by Mileti and Sorensen, well before the advent of 
social media. Much has changed in the intervening years and there is much greater emphasis on 
empathy, compassion, self-efficacy, and two-way communications. To this end, the CDC 
conducts formalized online and on-site CERC training and consultation for emergency managers 
and the private sector. The developers of the IDEA model in personal communications also 
offered their consultation and training services as well as video and Powerpoint examples of 
those trainings that are available online on the internet (Sellnow & Sellnow, 2016). 
The CERC best practices literature places a heavy emphasis on the concepts of empathy, 
compassion, trust, and credibility. In order to elevate those concepts in the County’s 
communications plan, early groundwork will need to take place to assess what the information 
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the community needs most and what it perceives as helpful. Much of this “groundwork” is listed 
in Table 3, starting with using “a community-based participatory research approach to 
discovering concerns, identifying promising strategies, and building trust” (Quinn, 2008). This 
will involve going beyond the data collected in the county’s annual community health 
assessments to conducting small-scale surveys with specific groups, or organizing a series of 
focus group process that identifies specific segments of the county’s population. Another method 
might be to implement a Community Assessment for Public Health Emergency Response 
(CASPER) to assess community preparedness and preferred methods favored by the community 
residents and special populations for disaster messaging. A CASPER is a rapid needs assessment 
protocol designed by the CDC to “determine the health status, basic needs, or knowledge, 
attitudes, and practices of a community in a quick and low-cost manner” (CDC, 2019). A 
CASPER conducted in nearby Alamance county included a household survey of respondents’ 
preparedness going into far greater detail than a standard community assessment survey (Shay, 
Combs, Salvesen, DeTrizio, & Horney, 2014). Focus groups with special populations and other 
cultural and community groups are also another low cost means of assessing information needs 
and disaster preparedness. Other CASPERs have been conducted using volunteers from the 
Medical Reserve Corps (NACCHO, 2018), a volunteer resource that is available Durham 
County. 
The CDC has also developed a number of CERC related planning templates and tools for 
emergency managers to utilize before, during and after emergencies. For example, the CDC’s 
“message development for communication” checklist (See figure 4) leads the user through 
considerations of the message audience, purpose and method of delivery, and guides the 
communicator through the six basic emergency message components. The Special Populations 
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Assessment Tool, for example, is a pre-crisis assessment that allows EM to assess the 
information needs and challenges and provides strategies for communicating with special 
populations. Other tools include various online template libraries such as those provided by 
Drexel University (2019).libraries for social media messaging.  
The most practical recommendation that can be suggested at this stage is that DCEM 
needs to set goals and objectives for its crisis and emergency communications. Goals and 
objectives should conform to the SMART criteria (Specific, Measurable, Attainable, Realistic, 
and Timely). Building upon those objectives, DCEM needs to develop a structured monitoring 
and evaluation (M&E) plan that seeks to regularly assess efforts towards creating a 
communications plan. A full M&E plan is beyond the scope of this paper, but there are multiple 
strategies that could be employed that can assess the program’s impact in the community even 
prior to a disaster or emergency. 
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Figure 4: CERC Message Development for Communication guidelines 
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CONCLUSION 
The overall conclusion from the discussion above suggests that it is arguably much easier 
to address creation of “effective emergency message” content than it is to address the emergency 
message process. The process is governed by a complex combination of factors including 
leadership, a greater understanding of the cultural values of the audience and the resources 
available to that audience, and, lastly, technology. Revisiting the three research questions (RQs) 
posed at the outset, the major conclusions of this formative evaluation are outlined in Table 5: 
Table 5: Summary of research question conclusions 
RQ1: Research the content of an effective 
emergency message; 
• Follow best practices guidelines for 
message creation (e.g., STARCC or 
IDEA) 
• Develop culturally-appropriate and non-
English-speaking messaging ahead of 
anticipated emergencies 
RQ2: research what factors should be 
considered when developing an effective 
emergency message; 
• Conduct a formal process evaluation 
• Conduct participatory research and solicit 
community input 
• Identification of community leaders and 
media sources who can inform cultural 
appropriateness and information needs 
• Interagency leadership  
• Training for staff, volunteers, and elected 
officials 
RQ3: discuss the different ways to use social 
media to deliver effective emergency 
messages. 
• Avoid over-reliance on sophisticated 
communications technology and social 
media 
• Leverage two-way nature of social media 
• Incorporate volunteers and community 
partnerships in social media monitoring 
and content creation 
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RQ1: Research the content of an effective emergency message; 
Improving message content should be relatively easy to address through following a 
number of best practice guidelines and industry-accepted templates for message construction. 
Suggested above from the literature were two models, STARCC and IDEA, which are more up-
to-date than the dated pre-9/11 era model reported to be used by DCEM staff. The more up-to-
date models emphasize the concepts of empathy, compassion, and more detail in suggested 
protective actions, in addition to merely explaining what the situation is. A common theme in the 
interviews and in the literature review was preparing a slate of message templates well ahead of 
anticipated events, such as before hurricane or winter storm seasons, create culturally-
appropriate translations for non-English-speaking communities, and link those templates to 
specific preparedness resources and protective actions located on the DCEM webpage (e.g., 
shelter locations, storm kit contents, shelter-in-place safety instructions, etc.).  
RQ2: Research what factors should be considered when developing an effective emergency 
message; 
Of the three questions, this one is arguably the most complex and it has been argued in 
the discussion above that leadership is the key factor in developing an effective message process. 
What would ultimately be helpful for DCEM is conducting a formal process evaluation to 
examine the context in which emergency messages are currently produced as well as the context 
in which the messages are received. The latter implies a good knowledge of the demographic and 
socioeconomic structure of the county’s population to account for differences in the information 
needs. DCEM is already revising its emergency communications plan with the collaboration of 
outside county and city agencies as well as major non-government stakeholders. Leadership, 
however, during recent crises was also a key challenge identified in interviews with key 
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informants and meeting discussions and DCEM will need to take a leadership role in breaking 
down the silo mentality between government agencies during emergencies through prior 
planning and training, addressing stakeholder concerns, and establishing a unified 
communications plan to centralize messaging and minimize rumor mongering 
RQ3: Discuss the different ways to use social media to deliver effective emergency messages. 
The literature on best practices in social media suggest the technology is a useful tool, but 
it is not a best practice in and of itself. Social media is a means to augment the county’s 
AlertDurham CERC messaging process, but community surveys show that the traditional news 
media is still the community’s main source of information in a crisis. Two primary caveats to the 
use of social media is that (1) a potentially large portion of the county’s population either has 
little or no access to social media, or are not inclined to use it due to age, literacy, accessibility, 
or other cultural or socioeconomic barriers; and (2) as noted in recent historical events (e.g., the 
California wildfires) equipment failure or loss of critical infrastructure can severely hamper or 
even cripple communications technology. Over-reliance on technology, particularly social 
media, could mean that much of the population will fail to get the message when it is needed 
most. 
Also, to be effective, for social media and other technology approaches to emergency 
messaging, DCEM needs to leverage the two-way nature new communications technologies in 
order to gauge the demographics and effectiveness of its emergency messaging system by 
actively seeking audience feedback. DCEM also needs to organize its preparedness information 
in such a way that it is easily accessible in all phases of an emergency. Lastly, monitoring social 
media accounts is labor intensive and, during an emergency social media accounts need to be 
monitored around the clock. DCEM could also leverage partnerships with volunteer and 
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community organizations to prepare emergency messages (e.g., through language translation) 
ahead of emergencies as well as to prioritize feedback during an emergency. Lastly, 
collaboration with media partners, particularly the Spanish-speaking media and African 
American media outlets, is mutually beneficial. 
Limitations 
Formative evaluations are, by nature, exploratory, and their purpose is to aid in defining 
areas for study for future more in-depth evaluations. The mixed methods approach described 
above is not exhaustive and has numerous limitations particularly in terms of limited available 
data. However, formative evaluations can suggest ways in which programs can measure their 
progress and guide policy. The DCEM communications “program” is evolving and appears 
committed to learning from past challenges, particularly those from the last year. In 
conversations with the DCEM director and staff, the program also appears committed to avoid 
repeating communication errors and biases in disasters across the country that contributed to the 
loss of life and destruction of property or that damaged the reputations of government agencies. 
Staff were understandably concerned, in our initial conversations, that this effort would lead to a 
handful of recommendations without any practical or concrete suggestions or activities that 
would lead to process improvement. This paper was produced with the requirements of the UNC 
Gillings School of Public Health in mind. However, the author intends to follow up with the 
program to elaborate on the various best practices and other recommendations presented above. 
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